Cybersecurity and the

Small Business Sector




What every employee must know about the

vulnerabilities of working outside the company network,
and your role in protecting the company.




Who are the victims?

24% I
of breaches affected healthcare ocrganizations

15% -

of breaches involved accommodation and food services

14% .

were breaches of public sector entities b ’

S8% I \ '

of victims are categorized as small businesses
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e FBI Reported Losses Due to BEC/EAC Since October 2015

FBI BEC update:
$26.2B

X 4 FBI BEC update:
o $12.5B
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FBI BEC update:
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$1.2B
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Chart adjusted based on FBI ic3 reports over time

Why Businesses
are Prime Targets

O On average 10% of their annual budget is
spent on IT and support.

O Many lack cybersecurity practices, paired with
aging equipment and unpatched devices.

0 Some don't believe it will happen to them

O Others believe their data is ‘not-valuable
enough.’

O Most are behind the in educating employees



2020 $10.2 Billion in Victim Losses Reported

Source: https.//pdf.ic3.gov/2020_IC3Report.pdf

Corporate Data Breach Personal Data Breach Credit Card Fraud
$53,398,278 $120,102,521 $111,491,163

Business Email Account Identity Theft Investment Fraud

$1,776,549,688 $160,305,789 $222,186,195

analyzes complainits
submitted by victims of internet crimes.



Phishing, Web & Ransomware

Threat Vectors
(How The Bad Guys Gét in)
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Compromised Credentials

O

Weak Passwords

Trust Relationships & Propagation

Poor Encryption

Unpatched Vulnerabilities

Misconfigurations

i

Malicious Insiders

Zero Day & Unknown Methods




“How am | to be hacked?”




Source: https://www.helpnetsecurity.com/2020/04/21/paying-ransom/?web_view=true

46% of SMBs have been
targeted by ransomware’ = % MARKETS BUSINESS INVESTING TECH POLITICS CNBC TV
73% have paid the ransom|| sma.L susiness

PLAYBOOK

. are s are not at all unusual in the SMB community, as 46%
lhese busmesses have been victims. And 73% of those SMBs that have be

targets of ransomware attacks actually have paid a ransom, Infrascale revi cyberattaCks NOW COSt sma"
companies $200,000 on average,
putting many out of business
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ACCESS TO YOUR FILES AND
PRIVATE DATA HAS BEEN LOCKED.

Source: https://www.cnbc.com/2019/10/13/cyberattacks-cost-small-companies-200k-
putting-many-out-of-business.html







“What is the




The Workflow
of a Hacker

« Many of the tools used are free
online or for download

* In many cases these steps can be
automated for quick attack

» On average hackers stay in a
network for over 191 dates.

» 38% of attacks are missed by
Anti-Virus

Source: SentinalOne

#5
Covering Tracks

#1

Reconnaissance
Despite the process
being unethical, many
hackers focus their
efforts on clearing any

malicious signs.

Test goals are defined,
and intelligence is

gathered.

#4
Maintaining Access

#2

Scanning

Tools are used to
understand a target
and search for
intrusion points.

Once in the network,
hackers work to
create backdoors and
initiate payloads
selling them on the
Dark Web.

#3
Gain Access

Using prior recon,
systems are
exploited hacked
without raising
suspicion



“What are some of the ways you can external
network or company threats?”




Connecting a Company VPN
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. What is a VPN? It's a “Virtual Private

Connection.” Essentially, it creates a private
tunnel through the Internet for your computer to
access company digital resources.

. If Your Company Provides a VPN Connection,

Obtain the Instructions Before You Leave the
Office with the Equipment You'll Need

. Test the Setup and Connection Before You Start

Working on Company Data from the Home
Computer

. Shutting Down or Restarting Your Computer will

Disconnect the VPN. Your IT Person May Have
Specific Instructions on the Disconnect
Procedure for You.



Turn Off Options for Automatic Wi-Fi Connection
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1.

Look at each Wi-Fi connection you have used in the past.
You might have selected a different, less secure signal
(i.e. the Starbucks across the street) and checked
“Connect Automatically.” That signal could be taking
priority over a more secure signal you should be using.

If you are connected to the wrong signal, click on it and
select “Forget this Network.” That will force your
computer to sign into that network manually next time.

Connect to the most secure network you can, at all times.
We recommend you NEVER connect to a network that is
not password protected, even if you're using a VPN.



Uninstall Google Chrome Extensions

500 Malicious Chrome
Extensions Impact Millions of

1. We get it, if you use it, you might need it. But
if you're not using an extension, it's good to
uninstall it. Many of the extensions created
years ago and posted in the Google Chrome
Extension library, had been sold to malicious
actors, or are no longer supported.

Share this artcle:

f w




Use Google Chrome/Firefox to Browse

PC — click the Win key and type ‘Default” then select
‘Default Apps” from the top of the Start Menu. Scrol/

Default apps down to Web Browser and Select Chrome or Firefox.
Find a setting P Choose default apps
o 1. Default browsers el eppe
. B coooe e (whether it's Internet S
Explorer for the PC, Mac - In Preferences, go to the
- - or Safari for the M ac) General tab and Use the Drop-

Music player

_ Down menu to select Chrome or
o e o are not as secure as Firefox. < .
| m Google Chrome or

Firefox.

Google Chrome

&l
: E Internet Explorer
Vide: E Microsoft Edge

Photo viewer

E Photos E

E Look for an app in the Microsoft Stare
Web

2. After you install an -

- alternate browser,
a change the default
browser selection:

E Google Chrome

Video player




To Protect Your Business
From A Cyber Attack!

15 Ways To Protect

Your Business From A Cyber AttaCk!
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“What do employees really have,
when it comes to cyber security?”




Data Responsibility

Information Security
provides risk insight and
mitigation information
for the Data Owner

Information
Security

Information
Technology

Information Technology team
implements solutions and are
the custodians of data

Data Owner owns the
liability and establishes the
budget for protecting data



Employees Are Our 15t Line of Defense
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« 2020 Average data breach costs 3.92 Million
« Hackers attack every 39 seconds
» Averaging 2,244 Attacks Per Day
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ﬂ WOl ooy i o Pl

' [
% -

Please update your

Arm employees with the knowledge to. | payment details

« Spot Phishing Scams Hi Dear,
« Malicious Links

« Remote Desktop Requests
« Suspicious Attachments

Wie're havang some rouble with your cwement Billing
information. We'll try again, but in the meantame you
may want io update vour payrment details
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“Endpoint Detection & Response Vs. Anti-Virus
?"




i) sentinelOne

Update Anti-Virus to Anti-Malware

RjDTHREATS DETECTED

“3

Firewall & network
protection
No action needed.

299 11 140

<

Device performance &
health
Mo action needed.

1.

We recommend you have a paid, subscription-
based AV program, make sure it shows the most

current version running. It may have a “Check for 1. If you have a PC, go to the Windows Security
Updates” button to click, or it should say “Your Screen by hitting the Win button on the
program is up-to-date.” keyboard and typing “windows security” — it

will be at the top of the start menu.

2. Any items not updated properly will have a
red mark indicating it needs attention.



“How can employees or business owners discover
? Can something be done?”




Cybercrime on the Dark Web

[,_h

Ransomware Attacks Costs Nearly Triple in 2019
to over $36K Per Attack

o Stu Sjouwerman

& & 8 zdnet.com/article/ransomware-cybercriminals-are-adding-a-new-twist-to-their-demands/

m Unleash Al in your budgeting and forecasting with IBM Planning Analytics
wared by TH1

EDITION: US =
The latest data from ransomware recovery S

vendo r. Coveware, outlines the current state of mNet Q IOT CLOUD Al SECURITY MORE
the cost, duration, and recovery rate of
ransomware attacks today. ID) MusT ReAD: How coronavirus may accelerate the future of work

Many organizations still think ransomware is o . . .

merely a nuisance, impacting only a few Ransomwa re‘ Cybercrlmlnals are addlng a new

machines and requiring only restoring backups tWiSt to their demands

to address. But the Coveware Q2 Ransomware

Viarketplace Report tells a different story. Pay the ransom or we'll leak your data is the latest trend, warns
cybersecurity company.




Security Evaluation for Site:

What is a Dark Web _

DARK WEB FACTS

Report and Why @ @ o

The dark web is a Malicious aclors use stolen _ The stolen records
massive and widely email eredentials to including identity and
used marketplace by impersonate the owner 1o credit card information are

D I t M tt ? cyber criminals commit theft or other fraud often sold on the dark web
O es a e r ® RISKS DETECTED FOR YOU

03 UNIQUE EMAIL IDs FOUND

Some email IDs may have multiple breaches

Discovery if your business has e e —
been compromised. See if hackers e e
are selling your important data/’ —— i

admin@example.org Feb 17, 2018 kickstarter.com
admin@example.org i Dec 21,2007 Not Disclosed
admin@example.org . Mar 14,2017 mobango.com
admin@example.org P trietriniek Jan 30, 2017 crackingforum.com
jake@example.org 12pnevaate Feb 05, 2019 Not Disclosed

jake@example.org 12Yreeee Jan 28 , 2019 Not Disclosed

jake@example.org L i Dec 19, 2018 Not Disclosed

jake@example.org 12geeetans Dec 21, 2017 Not Disclosed




Got Passwords?

Cc & Chrome | chrome://settings/passwords

= Settings
&  Passwords

Offer to save passwords

Auto Sign-in
stored credentials. If di
0 a website.

View and manage saved passwords in your Google Account

Saved Passwords

Saved passwords will appear here

( Never Saved )

@ adobeid.services.adobe.com

adobeid-nal.services.adobe.com

workforcenow.adp.com

amazZon.com

smile.amazon.com

¢| concursolutions.com

A deltacom

sabled, you will be asked for

1.

Use a password manager to save them. Some
examples: Password Boss, Passportal, LastPass,
Dashlane, 1TPassword, KeeperMSP, etc.

Never allow your browser to save passwords or
to auto-login.

Never save your passwords in a Word or Excel
document on your computer. If you MUST do so,
do not name it “Passwords,” name it something
like “Mom’s Chicken Soup Recipe” and do not
use the word “password” anywhere in the
document itself (it will show up in a search). And
password-protect that document, so if someone
else tries to open it, they can’t do so without the
password.



Think Twice

Google

johns hopkins map cybersecurity

[ News [ Images @ Maps ¢ Shopping i More Settings  Tools

About 414,000 results (0.39 onds)

www.marketwatch.com » story » hackers-are-using-coronavirus-concern...

Hackers are using coronavirus concerns to trick you ...

3 days ago - Hackers are using coronavirus concerns to trick you, cybersecurity pros warn ... A
recent screenshot of the real Johns Hopkins coronavirus tracker. ... who are selling malware
claiming to compromise the map and infect users.

www.businessinsider.com » hackers-are-using-fake-coronavirus-maps... ~

Hackers are using fake coronavirus maps to give people ...
4 days ago - Johns Hopkins. Cybersecurity researchers have identified several fake COVID-19
tracker maps that infect people's computers with malware ...

www.snopes.com » Fact Checks » Technology ~

Does Johns Hopkins University's Coronavirus Map Contain ...
3 days ago - A map from Johns Hopkins University that shows the spread of COVID-19 ... Reason
Labs’ cybersecurity researcher, Shai Alfasi, found and ...

www.khon2.com : coronavirus-2 » fake-online-coronavirus-map-infe... v

Fake online coronavirus map infects computers with malware ...
3 days ago - ... be a live map from Johns Hopkins University tracking coronavirus cases ..
According to the Health Sector Cybersecurity Coordination Center ...

www.infosecurity-magazine.com » news » infostealing-coronavirus-th... ~

Info-Stealing Coronavirus Threat Map Detected - Infosecurity ...
3 days ago - ... malicious map an extra aura of authenticity, criminals have designed it to mimic a
legitimate COVID-19 threat map created by Johns Hopkins ...

You're in an unfamiliar environment for working on
company data. Don’t take anything for granted.

You might be tempted to mix in personal
“computing” that you wouldn't normally do during
work. Is that music application, video link that your
spouse emailed to you, etc. really important to
open now?

Scouring the news for what's happening world-
wide and right in your own neighborhood might be
important. But be careful what you click on! Take
the time to do a safe web search.

Hackers know most people are not working behind
their office firewall. They are actively seeking to
exploit users and steal the company assets.



“What are some
focus on internally?”




Lock Your Computer When Not in Use

1. Especially Important if You Work Remotely in a
Public Area, Like a Starbucks

2. Important if You Have Children or Spouses
Around

3. What is Private at Work Should be Treated as

s Private Remotely



Install Updates

Windows Update

*Some settings are managed by your organization

@ You're up to date
& Last checked: 1/24/2020, 4:31 PM

Check for updates

2 Windows Update

&1 Delivery Optimization L -
¥ Windows Security

T Backup

&2 Troubleshoot

&% Recovery

@ Activation

A Find my device

#  For developers

See what's new

Windows Insider Program . . .
B & ly got the latest update with new features and important security improvements,

=8 Device encryption

1. Windows Updates - hit the Win key and type 1. Software Updates — Most commonly Adobe,
“update” and you'll see the “Check for Updates” Microsoft Office (Word, Outlook, etc).
option at the top of the Start Menu. Select that. 2. Most programs allow you to open and select “check
You'll see if your system is up to date, or where for updates” from the Help menu.
to initiate the Check for Updates here. 3. Once the update initializes, close the program so the
2. If you need updates, close all programs before installation can complete. You may need to restart
proceeding. You may need to restart your your computer when the update is done.

computer for the updates to take effect.



Use a DNS Filter

| 1. What is DNS? It's essentially a phone book of all
oo v known domains and matching “addresses” for

@ Log files

& hone — the internet. It contains every website domain,

O, Computer scan

e : ‘ whether it is malicious or reputable.

& Tools

#% Setup

© Help and support

2. There are security solutions that subscribe to a
list of known bad domains. They are called DNS
filters. When you try to click on a website URL or
do an internet search, a DNS filter will block a
malicious website in most cases.

3. Check with your IT provider to see if they have
something you can install on your home
computer to serve this purpose.




“How ‘at-risk’ are we with our
while working?”




Create a Separate User Profile

Windeows Security

“—

gk Family options

Get what you need to simplify your family's digital life.

Parental controls

@ Help protect your kids online,
Choose which websites your kids can visit as they explore the web using
Microsoft Edge.

[d set good screen time habits.
Choose when and how much time your kids can use their devices.

ﬁ Keep track of your child’s digital life.
Get weekly activity reports of your kids" online activity.

B3 Let your kids buy appropriate apps and games.

Choose what they see and purchase for their devices.

View family settings

See your family’s devices at a glance

L Check the health and safety of your family's devices.
Make sure they're up-to-date and see device security and health status.

View devices

1.

It's preferred to dedicate one computer to
working remotely (not shared with spouse or
children).

If you need to share computers, be sure to set up
separate User Profiles, and enable Parental
Controls on the children’s User Profiles.

Remember this rule of thumb — if it's free, it
probably has spyware on it. If you don't need it,
don't install it.



Don't Be Click Happy

T J, = [EXTERMAL] Be Cloud Ready! - Message (Plain Text) = = O *

File Message Help Acrobat Q Tell me what you want to do

c B ow,e £ B FEEFHQ -

Reply All

[o R Delete Archive aa . Quick Move Tags Editing Speech  Zoom Report Insights

! Forward Steps ~ T v T T Message ~
Delete T Quick Steps & Zoom Protection
[EXTERNAL] Be Cloud Ready!
. o Repl Reply 4ll Forward
A awdakin@I3networks.com b 2
To Joy Beland Mon 3/16/2020 7:06 AM

Retention Policy Junk Email (30 days) Expires 4/15/2020

functionality have been disabled in this message. To turn on that fundtionality, move this message to the Inbox.

a line breaks from this message.

s marked as spam using a junk filter other than the Outlook Junk Email filter, )

ame from an external source. Please exercise caution when opening any attachments or clicking on links.

Thought | would reach back out to stay on your radar.
We're here to help!

Whether you are considering AWS, Azure, or even a private cloud environment L3 Networks has the resources and technical aptitude to
assist.

Our most successful engagements develop by complimenting existing IT resources that maximize everyone's unique skill set.

It would be great to put something on our calendars to discuss.

When are you available for a call?

index/860DM96F4AU4.QDZE7MLINLHD @RD00155DD47 74APcid=376002>

Think About What You Might Not Have on Your
Home Computer, That is Probably on Your Office
Network:

O Office 365 Advanced Threat Protection which
Serves as a Primary Filter for Infected or
Malicious E-mails

O E-mail Filters Via (Vendor) for Infected
Attachments and Known Malicious Links

0 DNS Filtering for All Requests Sent From Your
Computer to the Internet, Blocking Known
Malicious Websites and IP Addresses

O Advanced Endpoint Protection Which Stops
99.9% of Ransomware Activity, as a Final Layer
of Defense



See Something? Say Something

[EXTERNAL] Be Cloud Ready! - Message (Plain Text) = = O *

T4 =

File Message Help Acrobat Q Tell me what you want to do

= ] & Reply  p= 4 | Pk

Reply All

[o R Delete Archive . Quick Maove Tags Editing Speec
: Forward Steps - M T T
Delete Respond Quick Steps &

[EXTERNAL] Be Cloud Ready!

A aw._ ~m
To Joy Beland Maon 3/16/2020 7:06 AM
Retention Policy Junk Email (30 days) Expires 4/15/2020
o y
Links and other functionality have been disabled in this message. To turn on that functionality, move this message to the Inbox.

sage was marked as spam using a junk filter other than the Outlook Junk Email filter.
ved extra line b

Warning:This message came from an external source. Please exercise caution when opening any attachments or clicking on links.
Hi loy,

Thought | would reach back out to stay on your radar.

We're here to help!

Whether you are considering AWS, Azure, or even a private cloud environment L3 Networks has the resources and technical aptitude to
assist,

Our most successful engagements develop by complimenting existing IT resources that maximize everyone's unique skill set.

It would be great to put something on our calendars to discuss.
When are you available for a call?

Thanks,
<http: index/860DM3I6F4AU4.QDZE7MLINLHD@RD00155DD4774APcid=376002>

If you receive a suspicious email, report it to
your IT provider. Others may receive the same
email and should know not to action on it.

Using the Outlook application at the office, you
might have a “Report Message” button that is
not available when working on the webpage or
a mobile device. Know who to forward the
email to, so it can still be reported.

Notice a big slow down in your system? It
might just be the internet, or an update
installing — or it might be something more
nefarious. It's okay to ask to get it checked
out by IT.



Uninstall Unnecessary Software

Apps & features
NN - 1. Using the Win key on your keyboard,
Apps Adobe Acrobat Reader DC 3‘;._7;'2-'; type "programS" and the "Add Or
S ] oo comec Remove Programs” option will come up
- to the top of the Start Menu.

i 0/23/2019
1 Offline maps 10/23/2019

: @ Alarms & Clock
1 Apps for websites Microsoft Corporation

2. Inmy case, | saw that | had a few
programs that | no longer need. If you
click on each program, you get the
option to Modify or Uninstall. |
Uninstalled Blue Jeans and

Modty  Uninsal Communicator.

Video playback
Microsoft Corporation

+ Startup

o Apple Application Support (64-bit)
(]
e Apple Mabile Device Support

BlueJeans

_— 3. If you're uncertain which programs are
. : safe to uninstall, ask your IT person for
assistance.

@ Cisco Webex Meetings Desktop App

Cisco Webex Productivity Tools

12/ 10
Communicator




“What have you learned,
with your experiences dealing with ransomware?”




Data Backup

| = | Documents

Home | Share  View 1. Check with your IT Provider to see if data you create or
» ] o Cut ] modify is being backed up correctly.

Pinto Quick Copy Paste _ Move Copy
arcess lﬂ Paste shortcut to - to-

Clipboard T A. Cloud applications /repositories may have versioning
& v @ ThisPC > Documents (saves a copy of each version you work on,
automatically) but may not be backed up in a
separate location.

& | = | OneDrive - Continuum Managed Services

_ .. B. Files you copy to your personal computer may
e represent a breach in confidentiality or policy.
g ] . - = X Understand how to access and save data correctly,
M 7T Eleastesnonat  to-  tor e to avoid any potential problems down the road.

Clipboard Crganize

~— » OneDlrive - Continuurn Managed Services



1 ~rity Evaluation for Site:
e
£ ~mpany

o THiNgs

Thank You

Please See Your IT Provider with
Questions and Assistance.

1-“18 Things to Make Your Remote Work
Secure, Convenient and Stress-Free.”

1 — ‘Dark Web Report by domain or email.”

1 - “15 Ways to Protect Your Business From
A Cyber Attack!”
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